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U.S. SEC Cybersecurity Regulation

Cyber Risk Reporting Simplified

Item 106: cyber risk management and governance

The new US SEC Cybersecurity Regulations took effect in December 2023. It is a game
changer for the world of cyber. The need to disclose material cyber incidents within 4
days will provide unprecedented visibility into attacks and damages caused to public
companies. We have started to see such disclosures.

Much less discussed is item 106 of the regulation which requires:

“Annual disclosure of cybersecurity risk management, strategy, and

governance.”
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“Registrants to describe the board of directors’ oversight of risks
from cybersecurity threats (including identifying any board committee
or subcommittee responsible for such oversight) and management'’s
role in assessing and managing material risks from cybersecurity
threats.”
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Few companies and their board of directors are ready. It might even be harder for
companies in critical sectors such as energy, manufacturing, transportation, and data
center operations as a great deal of the cyber risk is related to industrial or physical
equipment which has often lagged IT in cybersecurity governance.

» DeNexus delivers a turnkey Cyber Risk Executive Report tailored
to SEC requirements for OT cyber risk management disclosure.
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https://www.sec.gov/corpfin/secg-cybersecurity

U.S. SEC Cybersecurity Regulation - Simplify Cyber Risk Reporting

o DeNexus simplifies the compliance work by
mapping the SEC reporting requirements to
specific risk KPIs

Our team has interpreted every requirement from Item 106 of Regulation S-K and
aligned it with the specific cyber risk KPIs that our DeRISK platform compiles on

an on-going basis to quantify cyber risks in OT environments.

Bem 108 ofMeguiation 0 Appanels

SEC Cybersecurity Risk Management, Strategy, and Governance Disclosures
Form 10-K. Item 106 of Regulation 5-K

Appendix

Tres
Crrersecumy
Pk
Moot

Cyborsocusy
k.
e

Cybersecumy
sk
Maragomart

SRR
Fisk
Maragomert

Cytersecuy
Pk
Maragomart

Cyterecuy
ik
Maragemert

s

Waosh 1 PR (VR Psmanals

Mequiserrent

§20.108 Prem 108) Cybensecurity

D critsn e buch BEcesses
graned #2 P
B Ol gk A

SwSr, o Sthar
Ll mITY By o B SS

partes in

Descrbo whathor g sagetant has
pemceasen i ovorses aned idonkty

bornocetly Sreats hawe matorialy
afigciad o see reanarably sy

F S S T

avanght of rein hom cybanacuty

Snoats

Hew DeManus’ DefiSK Suppons e Reguinemns
DG mirws youio Quirsly oot Cybe Fisk arel 10 0DSRNeR Y EYer ik Ferds. ARowing you 1 UL e et
W g i o Swerad A el e SO e ek Bcpnne. Addnanaly DeRiSe i Higned win iray
00O CYTrpuy it s90n 39 MERT o TROETONN. wison Gan seamins sy B0 PORQRII wan O itk
AT practoa

emed & ey parnesiandor I Raifing Yo viasals v and P, manage your oyber rnk
AR, By SN POU A SNSRI BN B S s Addteraly i £a0 I v Ly el
Vo SR Mt MIBGEIFT) Pone P, By BLAANLNG Tr STEUIIENS Of out Sty i bl Srgong
IYDRLEO Ty [ASOH e B

Del5K, addresues e sue of Fird parly vordors and coninaciors, a8 wall a8 o access and masagemend
capabiitien Witk ropanis o your Sompaniay lacliies ardl inhaatn.ctoro 51 Seel e many Inputs E Banes it cyber
rith BRSSO i Sk San be updalod ol ary Im. Shoukd v vonate Wendhaass of fiad Comgiry chinge
e i mill b et & ytud vl S ik BCEORERGHY.

Bolamatry coikacted by yoar KIS Bouon o b fod a3 DoPSSH, whih
st wcreseatsliion i your DT ecosysborn will haws o8 your Cybersecurity fak

Thia sasures. cybar risk
.10 of va agendla Cyborecarly managemment can v age

e WY Crvi I CurTEne Syt i Srwiermsnl, meich oy dta recuired o make
AROEAE, SR ik AR PSS BUEUFEE A SN ESAIAY

Escaiatng inown winscabiises and fwasiy, andthar sseocialed oybe risks & B b
iasa Sorurma, ang it Lamilar i 1252 tona. Daowun Brsachen T gac
francial epctod ks bassd on o revans and 3 Thia sapares £yt rak s
e o £l CorRratonn PamAInnG o Tha 0 of Pua Agands. Cybernecunly mangeemant tan lverge
DTSR 13 ol lly Spsriin) wRIEHIEY ot I DT B Eyodt M S iPEteTabl, i o ey il Fedieding ks

OB ORS. BETAL S5l 35D FANEM BI0HI0 A5 COVEEHO RO

g your

DTSN, romait, v BrRnBon §oarin matunty], ohoction akmtry. KonShyng einarabiRos and drvor of ow).
miligation and rUmoSENEn MRk MANAZETAE proect Mmlatr). ManageTant san whan hase Kay Rk Moy
pecisdically 15 ot Fua oo & reodds o B ssldvan] CommiBies amongat Thase dionnd arcan. Thia s cribeal
AN Rgned B MaE ST Nanary o, AN poteral peeveenien I8 Ihe

Azack P Agorerem

Detiema Cyte

ik Bty

urity Framasnd

6 i 0 P Wi, (A sl

Fréremon Dansction Syisem

BOMEG 27

Las Event irmgas

The mcy

M g Ak

| it Sacursy Wasagement Systen

frequn Ipte aoeonwd In 3 pear The Motk Seguert sk casmed I3 S underwrir

MIST Cybamusturty Framawse

Operafioral Technaitgy

Ut

P PR SO TS DI 10 8 KOG G T B RN

u Mg Syshorn

R, W DORITHR] £ b R

Framurs

LE
Expecien
Less
Koy Mt
(TTEY

FEEa
Lipectss
Leds

Uwincs

nics

Koy st
nics

Page 2/6



U.S. SEC Cybersecurity Regulation - Simplify Cyber Risk Reporting

© DeNexus compiles the data for you

When you deploy DeRISK, DeNexus SaaS platform, we integrate with your
cybersecurity environment to automatically pull security data from every site,
allowing us to quantify your cyber risks and model key risk metrics to support
compliance reporting:

Value at Risk (95th percentile)
Value at Risk (99th percentile)
Most Probable Loss
Annual Expected Loss

Main Drivers of Loss

Main Types of Potential Loss

Main Drivers of Potential Loss

Loss Exceedance Curve
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U.S. SEC Cybersecurity Regulation - Simplify Cyber Risk Reporting

€) DeNexus delivers a ready-to-use Executive
Report

Cybersecurity insights are typically expressed in technical terms such as CVEs in
systems, lack of compliance to specific controls in a regulation, or even, when
simplified, as a score A to F or Red, Yellow, Green. These might be hard to
interpret for the team responsible for SEC reporting and for the board of directors.

DeNexus goes one step further: we translate cybersecurity data into business
metrics and quantify cyber risk in monetary terms presented in a SEC-ready Cyber
Risk Executive Report. Your CFO and the board can use DeNexus Executive Report
to understand and accurately interpret how cyber risk are being managed in the
organization and how to prioritize cybersecurity investments.
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U.S. SEC Cybersecurity Regulation - Simplify Cyber Risk Reporting

e Going beyond the SEC cybersecurity

regulation

DeNexus delivers the key information needed to show proactive management and
governance of cyber risk in your industrial environments (OT networks).

Because we collect security insights at each site and every system, our platform,
DeRisk, also delivers evidence-based recommendations on where to start with risk
mitigation projects across your site portfolio and how to best allocate your

cybersecurity budget to reduce cyber risk.

Main Types of Potential Loss

Annual Expected Loss (in Days of Event Event Revenue Loss

Loss Event Loss (8) Revenue) Contribution (%) Contribution (%)
Loss Of $2,479,248 3.3 62.6% 0.9%
Productivity
Downtime $907,630 1.2 22.9% 0.3%
Extortion e — ) —
Main Drivers of Potential Loss

Equipment

Damage

Forensic Initial Access Vector Annual Expected Loss (in Days of Event

Investigation (1AV) Loss (%) Revenue) Contribution (%)
Exploitation Of $1,059,624 1.4 26.7%
Remote Services
Remote Services $907,051 1.2 22.9%
Drive-By $532,713 0.7 13.4%
Compromise
Phishing $426,650 0.6 10.8%
Spear Phishing $390,384 0.5 9.9%

DeNexus empowers you to optimize your
cybersecurity budget.

Event Revenue Loss

Contribution (%)
0.4%

0.3%

0.2%

0.2%

0.1%
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U.S. SEC Cybersecurity Regulation

Cyber Risk Reporting Simplified

About DeNexus

DeNexus is the leading provider of cyber risk modeling for industrial networks,
global (re)insurers and insurance linked securities (ILS) investors.

Our mission is to build the global standard for industrial cyber risk quantification
for agencies, shareholders, investors, boards, and the risk transfer market.

Our flagship platform, DeRISK, is the world’s first evidence-based, data-driven, self-
adaptive, cloud-based technology powered by Al, ML and Probabilistic Inference
that helps asset owners gain visibility into their true cyber risk exposure,
probability of loss and financial impact of a cyber event that guides risk
stakeholders towards the best risk mitigation paths for their organization.

Global 2000 companies in power production, energy transmission and
distribution, transportation, manufacturing and hyperscale data center operations
trust DeNexus today to help them prioritize cybersecurity investments.

» Visit us at https://www.denexus.io

Page 6/6



